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A combination of man and machine will

enhance internal controls say PwC, ACCA
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Singapore, 24 April 2019 - |In today’s digital and connected world, exciting
new technologies such as Artificial Intelligence (Al) and blockchain are
turning many heads. But if an organisation wishes to run, they must first learn
to crawl. Critical functions - such as data protection, safeguarding assets,
preventing fraud, and verifying financial records - rarely come across as
exciting or interesting but are essential to every business.

Launched today, the report by PwC, ACCA and INSEAD Emerging Markets
Institute titled ‘Re-inventing Internal Controls in the Digital Age’ looks at how
internal controls have evolved; the new opportunities that digital
technologies bring to enhance these controls; and challenges in
implementing change; while responding to any new risks introduced by these
technologies.

Reuter Chua, national head of ACCA Singapore, observed:

"Technological disruptions and digital transformations are changing
corporate structures and cultures. Each new wave of disruption and
transformation brings with it new and emerging technologies which
introduce new control risks to the business.

“Businesses with keen risk acumen and agility are the ones who will see the
waves and address the risks, sooner than others; ensuring that their
organisations are secure from internal and external threats. Those who
anticipate these waves will also have sufficient runway to reap the benefits
earlier, by implementing these new and emerging technologies to strengthen
and enhance their internal controls.”
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Technology impacts an organisation’s entire value chain. Fortunately,
companies today have a wide variety of tools at their disposal to increase the
security, stability and efficiency of internal control processes.

ACCA’s report Race to Relevance notes that core elements of people,
processes, technology and data thread through any activity. Addressing each
of these within an organisational culture that supports innovation and
creativity is important for harnessing emerging technologies.[1] Emerging
technologies such as drones, artificial intelligence (Al) and blockchain have
the potential to transform internal controls, but companies must understand
the strengths and weaknesses of each technology and work to mitigate the
associated risks.

Drones

Drones are already being used for internal controls in construction, shipping,
logistics and other industries. When large assets are being constructed across
a vast area, drones can help to verify existence, valuation and work in
progress of the developments, check compliance with health and safety
regulations and act as a deterrent to the workforce cutting corners.

Organisations that intend to use drones must be aware of the associated
risks. Aviation authorities and the industry need to work collaboratively to
develop complex air traffic management systems for preventing collisions.
Cross border risks and flight paths must also be addressed. Another concern
lies with data privacy, given that drone operators collect a vast amount of
data, including confidential or sensitive information about property or
behaviour. Ownership and usage of such data must be carefully addressed to
ensure compliance with regulations.

Data & Artificial Intelligence

Before any company can implement Al, they should first have robust data.
PwC’s 22" Global CEO Survey found that 94% of CEOs felt that data on
customer preferences needs were critical, but only 15% of CEOs felt that the
customer data they had was comprehensive. And these numbers have remain
relatively unchanged since 2009 where 95% of CEOs found customer data
critical but only 21% felt the data they had was comprehensive, highlighting



a significant information gap. Once a company has sufficiently robust data,
they can then move on to the next level, Al.

Al allows companies to move from analysing past performance to predicting
future risks from analysing large structured and unstructured datasets. For
example, credit card providers have long been using analytics to detect
suspicious activities like large values of overseas transactions. However,
detection only happens after the transaction has occurred. Contemporary
methods based on predictive analytics are able to generate alerts and block
suspicious transactions in real time. Machine learning algorithms have taken
on a more preventive role in helping credit card institutions detect fraud at
early stages by analysing wider sets of data sources.

PwC’s 22" Global CEO Survey also found that 87% of CEOs in Association of
South East Asian Nations (ASEAN) member states expect Al will significantly
change the way they do business in the next five years. The report also found
that 72% of ASEAN CEOs found that Al will have a bigger impact than the
internet.

Mark Jansen, Data & Analytics Leader, PwC Singapore comments:

“In Singapore, we are seeing more and more businesses looking at how they
can leverage Al and Data to build better controls. Using smart controls
powered by data, organisations can get on with business and ultimately focus
on their growth agenda.”

Companies that want to use Al must deal with the fact that advanced
machine learning algorithms are essentially a “black box”. The machine’s
decisions are not fully explainable. Technical approaches and model
governance frameworks are being developed to increase transparency of Al-
assisted decision making.

Blockchain

From a regulatory compliance or audit perspective, blockchain technology
holds great promise. Rather than having to trust a central authority, such as a
government or bank, counterparties can transact with each other directly via
a decentralised ledger. Once the transaction is validated through a consensus



mechanism and added to the ledger, it cannot be altered without
compromising the entire chain.

Many promising blockchain solutions are currently being developed, for
example for supply chain management, trade finance, insurance, healthcare,
land registries, KYC processes, self-sovereign identity and data sharing.
However, lack of trust in the technology, especially around reliability, speed,
security, scalability, interoperability and regulatory oversight, are significant
barriers for corporate blockchain adoption.

Organisational challenges when implementing new technologies

Emerging technologies can greatly improve internal controls, but
organisational changes often face internal resistance. While technology
should enhance the human experience, all too often employees and culture
end up getting less attention than strategy and technology, which slows
down the adoption of change.

Organisations need to be aware of these challenges when implementing
technology. A lack of digital skills is typically named as one of the most
important barriers to getting results from investments in emerging
technologies. In addition, organisations also need to create an environment
that helps people develop and flourish. Companies that want to succeed must
harness the talents and skills that cannot be replaced by automation, creating
a culture where human skills like creativity, empathy and ethics thrive.

Vinika Rao, Executive Director, Emerging Markets Institute at INSEAD
concludes:

“While digitalisation and Al have the potential to transform internal controls,
managing the man-and-machine combination optimally is becoming more
important as technology advances. An awareness of irreplaceable value-
adding human interventions and a sensitivity towards the culture of the
organisation are crucial for the successful implementation of controls that
keep pace with the opportunities created by technology”.

ENDS

Notes to editor:



[1]The Race for Relevance, Technology opportunities for the Finance
Function, ACCA, 2017.

Read the full report ‘Re-inventing Internal Controls in the Digital Age’ here:
WwWw.pwc.com/sg/reinventing-internal-controls

About ACCA

ACCA (the Association of Chartered Certified Accountants) is the global body
for professional accountants. We aim to offer business-relevant, first-choice
qualifications to people of application, ability and ambition around the world
who seek a rewarding career in accountancy, finance and management.

Founded in 1904, ACCA has consistently held unique core values:
opportunity, diversity, innovation, integrity and accountability.

We believe that accountants bring value to economies in all stages of
development. We aim to develop capacity in the profession and encourage
the adoption of consistent global standards. Our values are aligned to the
needs of employers in all sectors and we ensure that, through our
qualifications, we prepare accountants for business. We work to open up the
profession to people of all backgrounds and remove artificial barriers to
entry, ensuring that our qualifications and their delivery meet the diverse
needs of trainee professionals and their employers.

We support our 208,000 members and 503,000 students in 179 countries,
helping them to develop successful careers in accounting and business, with
the skills required by employers. We work through a network of 104 offices
and centres and more than 7,300 Approved Employers worldwide, who
provide high standards of employee learning and development.

Through our public interest remit, we promote appropriate regulation of
accounting and conduct relevant research to ensure accountancy continues to
grow in reputation and influence.

About INSEAD Emerging Markets Institute

The INSEAD Emerging Markets Institute (EMI) is a leading think tank for the
creation and dissemination of credible and timely information on issues
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related to business management, economic development and social progress
in the emerging economies. This includes the development of cutting edge
pedagogical materials, research publications and data sets.

EMI creates knowledge through research and disseminates it for practical
application by the individuals, organizations and governments who seek to
leverage the opportunities offered by these dynamic economies. Based at the
Asia campus in Singapore, and set up in partnership with the Economic
Development Board of Singapore, the Emerging Markets Institute reflects the
changing focus of global growth and emphasises INSEAD's commitment to
the region. INSEAD’s three campuses in Fontainebleau, Singapore and Abu
Dhabi provide the unique advantage of geographical proximity to emerging
countries across the globe.
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We're a network of firms in 158 countries with over 250,000 people who are
committed to delivering quality in assurance, advisory and tax services. Find
out more and tell us what matters to you by visiting us at www.pwc.com/sg.
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